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Database Training Topics

1. Databases
2. SQL Manager
3. Replication
4. Database Jobs
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Databases

Review
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Databases - Overview

« DADDS uses Microsoft SQL Server 2016 for database
servers, management and replication.

« The DADDS real-time and web applications interact with
server databases to process and disseminate DCS
message data or manage the DCS system.

* Due to the distributed nature of DADDS, with processing
spread over multiple servers, databases share data for
various purposes using Microsoft SQL replication
technology.

* Most functions, once setup, are automated and left to run,
though periodic status checks are recommended.

« Operators will not be expected to work with DADDS
databases but they should be familiar with the topics.
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Databases - Types

 DADDS utilizes two main database types to separate
management and DCP message data, and a sub-type
of the management database containing PIl (personal
identifying information) used on archive servers.

* Both types are used by both the DADDS real-time and
web applications in different roles.

 DaddsMgmtCS2 contains data for platforms, users,
channels, groups, ect. used to manage DCS as a
whole, and process received messages

 DaddsMsgsCS2 contains DCS message data for
processing, dissemination and web queries and data
download.
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Databases - Servers

* Real-time servers have two databases:
— DaddsMgmtCS2 for DCS message processing.
— DaddsMsgsCS2 for DADDS process message storage.

« Databases used by the DADDS application to receive,
process and disseminate DCS message data.

 Message and statistics data are copied to respective
archive server database instance.

* Archive servers have two databases:
— DaddsMgmtCS2 for DCS system management.
— DaddsMsgsCS2 for website DCS message archive.

Databases used by the web application to manage the
DCS system and query for, and download message data.
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Databases - Instances

 The DADDS system contains a total of 16 databases,
deployed to 8 servers over 2 locations; WCDA & NSOF

« Data Is shared between databases by extensive use of
Microsoft SQL replication technology.

« WCDA Database Instances

— WRTA: DaddsMgmtCS2, DaddsMsgsCS2
— WRTB: DaddsMgmtCS2, DaddsMsgsCS2
— WARCA: DaddsMgmtCS2_PIl, DaddsMsgsCS2
— WARCB: DaddsMgmtCS2_PIl, DaddsMsgsCS2

« NSOF Database Instances

— NRTA: DaddsMgmtCS2, DaddsMsgsCS2
— NRTB: DaddsMgmtCS2, DaddsMsgsCS2
— NARCA: DaddsMgmtCS2_PIl, DaddsMsgsCS2
— NARCB: DaddsMgmtCS2_PIl, DaddsMsgsCS2
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SQL Manager

Review
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SQL Manager - Introduction

 SQL Manager is used to perform database operations:
* Analysis
* Maintenance
« Configuration

« Training goals include:

* Introduce operators to SQL Manager
* Review replication and monitoring
* Review database jobs

« Operators will not normally use SQL Manager but they
should be aware of its existence and purpose.
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SQL Manager - Opening

« Shortcuts to SQL Management Studio are found on the
desktop and quick launch bar of each DADDS database

server instance

* In the event a shortcut is not present, SQL Management
Studio can be accessed from the Start menu.

— Start -> Programs -> Development -> SQL Microsoft Server 2017

« After opening SQL Manager, a database connection dialog
will automatically be opened.

g_. Connect to Server

] Pa 5 Microsaty
Microso ;' Windows Server System

SQE Server200s

Server type: l D atabase Engines

Server name: IN SOF-RTA

Authentication: [Windows Authentication

K| KI{RYRI

User name [CADDS07\0A00S

I Bemember password

| LConnec t l Cancel l Help l Options >> |
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SQL Manager - Connections

« After opening SQL Manager, a
database connection must be made &MitrosoftSQlServerManagementStudio
Fle Edt View Toos Widow Communty Help

* Inthe ‘Server Name’ field enter the \
name of the database instance being At [ g B SE G A d pIRY

connected: OhjectExploer
— Server IP Address Comnect |
— Logical Server Name || DaabaseEng.,

« Default authentication method will 3 s e,
always be set to "Windows 2 teyatn s,
Authentication’ S

il Reporting Senvices.
* Change to method to "SQL ‘_-] SQL Server Compact Edtion, .,

Authentication’ and enter appropriate
account information.

* Click ‘Connect’ button to initiate a
connection to the SQL instance.
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SQL Manager - Replication

« Contains all replication links
configured on an SQL database
node.

* ‘Local Publications’ folder
contains all replication ‘senders’
configured on an SQL node.

* Individual publications can be
expanded to show subscribers to
the publication data.

» ‘Local Subscriptions’ contains all
replication ‘receivers’ configured
on an SQL node.

To open the replication monitor,
right click the ‘Replication’ folder
and select the monitor option
from the popup list.

i

'>¢' Microsoft SQL Server Management Studio

File Edit View Tools Window Community Help

Bmn R EwaEd BbER

o New Query | |y B S,

Connect~ | %) m T (2]
[+ [b NSOF-ARCA (SQL Server 9,0,4035 - DADDS07\DADDS)
El uj NSOF-RTA (SQL Server 9,0,4035 - DADDSO7\DADDS)
[# ] Databases
[# [ Security
[# [ Server Objects
B
= [ Local Publications
# Lj [DaddsGoesDes]: NSOF_RTA_ChanStat_Publication
# g{ [DaddsGoesDesMsgs): NSOF_RTA_MsaData_Publication
® gf [DaddsGoesDes): NSOF_RTA_ProcStat_Publication
+ g{ [DaddsGoesDes]: NSOF_RTA_PstData_Publication
= | Local Subscriptions
| [DaddsGoesDes] - [NSOF-ARCA].[DaddsGoesDes]: NSOF_ARCA_MamgData_Publication
[# [ Management
[# [ Notification Services
® [ SQL Server Agent
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SQL Manager - Jobs

 The ‘Jobs folder contains the ) [ Kepicaton
. . 3 AlwaysOn High Avaiability
database jobs defined on a B Morgement
server. 3 Integration Services Catalogs
_ = [fy SQL Server Agent
« Located in the SQL Server E_iéjobs r -
. . meEsyspolicy_purge_history
Agent section of the object £ Job Activity Monitor New Job...
explorer_ 3 Alerts Start Job at Step...
[ Operators Stop Job
. . - . . Pro
Right cI!cklng a Jop dlsplays a o E[f;‘ffﬂgs Sarpt Job as X
popup list with various options. View History
Enable
— Properties Disable
— Start / Stop Start PowerShel
— Enable / Disable Reports b
— Rename Rename
Delete
— Delete q] "
2ires
« Selecting ‘View History’ opens Properties

a dialog containing the job
status and execution history.

e
¥
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Replication

Review & Monitoring
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Replication - Introduction

« SQL server replication is designed to copy data from
one SQL instance to another.

|t allows database developers to share data between
any number of databases in a system architecture.

* The tasks of copying and distributing data is
automated once a replication has been configured.

» Both tasks are carried out via internal SQL processing
allowing replication to be both stable and recoverable,
should an error occur.

* In error situations where data falls to replicate, SQL
server continues to prepare data for distribution and
back logged data is sent once the error is resolved.
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Replication - Terminology

Replication
Transfer of data from one database node to another.

Publisher
Source database of the data to be transferred via replication

Publication

Subset of data from the source database, the sending side of a
replication link

Subscriber
Destination database of the data to be transferred via replication.

Subscription
Receiving side of a replication link

Distributer

Database that mediates the transfer of data between the publisher
(source) and subscriber (destination) databases.
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Replication - Distribution

The distribution component of replication
IS responsible for temporarily storing
changes to a published table, and
sending them to subscribing databases.

The distribution database contains
changes to a source database that are
waiting to be sent to the destination
database.

Distribution health, specifically database
size, are a good indicator of replication
efficiency and health.

The ‘Size’ property on the ‘General’
properties page should have a value
less than 50MB.

A very large distribution database size
can indicate:

* Replication links are down
* SQL jobs are not running
* Expired subscriptions

« Data consistency errors

A General

1 Files

2 Filegroups

& Options

& Permissions

& Extended Properties

12 Minoring

12 Transaction Log Shipping

11 -.
L2

Server.
NSOF-4RCA

Connection:
DADDSO7\DADDS

24 View connection properties

Ready

§ Database Properties - ARCA _Distribution

;5 Script » Lﬁ Help

e

El Backup
Last Database Backup 9/16/2010 18:28:44
Last Database Log Backup

B Database
Name

Ctatus

h sers
El Maintenance
Collation

Name
The name of the database.

o]

Cancel |

4
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Replication - Publications

* Publishers are systems that provide data to be
replicated, and consist of and SQL server instance
with the database containing data to be replicated.

« Keep track of what data has changed in the
database so it can be replicated to subscribers.

« Created to ‘publish’ data to other databases via
subscriptions to the publication.

 Defined as a set of database tables that describe a
replication link.

« Once created, publications and their data are
configured and maintained for distribution to other
systems automatically by SQL server.

...
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Replication - Subscriptions

« Subscribers are database servers that store
replicated data and receive updates from publishers.

* A subscription is connected to a publication and
receives changes made to the tables it contains.

« Multiple subscriptions can exist on a database node
acting as a subscriber.

« Subscriptions define what published data is sent to
the subscriber by a publication, and how and when it
IS transferred.

* Once created, subscriptions handle the replication of
data to the destination database via an SQL job
dedicated to the task.
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Replication — Link Detall

A single replication link involves
three separate databases:

 Source Database
* Distribution Database
* Destination Database

Web users or the DADDS
application modifies the source
database. SQL processes
transfer changes from the source
to the distribution database.

Replication database job for the
subscription copies changes
stored in the distribution
database to the destination
database and marks them as
‘'sent’.

Distribution to Destination
Distribution Database (Distribution Agent) Destination Database

Source To Distribution
(Log Agent)

Source Database

DADDS Application
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Replication — Real-time Links

Real-time publications replicate data generated at the real-time
servers by the DADDS application.

Subscriptions to the publications facilitate the transfer of data to
archive server databases for use by the DADDS website.

Three sets of data are replicated to archive server databases in
separate publications:

— MsgData:

Complete DCP message stream generated and stored by the message
processor for dissemination.

— PstData:

PST data contains the status of all platforms (active/inactive) in the
system, and their last report times.

— StatData:

Statistics data contains a historical record of real-time process message
counts for various types, and message counts on DCS channels.
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Replication — Archive Links

« Archive publications replicate data generated at the archive
servers by the DADDS web application.

« Subscriptions to the publications facilitate the transfer of
management data to real-time server databases and peer data
to other archive server database nodes.

« Two sets of data are replicated to real-time and archive server
databases in separate publications:

— MgmtData:

Management data is defined as the PDT, CDT, RDT and Group tables in the

database. Changes to these records are applied to real-time databases for use
by the DADDS application when processing messages.

— PeerData:

Peer data consists of management, user, system use and other tables used by
the DADDS web application. It must be shared and synchronized between all
four DADDS archive server database nodes so that data shown on all DCS
websites match.

.
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Replication - Architecture

"DADDS Database Replication Topology Rev08 11/25/08
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Replication - Monitoring Utility

SQL utility used to efficiently monitor
and manage replication links

SQL server instances currently loaded
on the monitor are found in the left
window.

Detailed information concerning the
configuration and status of replication
on a given server are located in the
right window.

i Replication Monitor

File Action Go Help

=] :;J Replication Monitor
=] My Publishers

[#-* NSOF-ARCA

[#-* NSOF-RTA

Last refresh: 9/7/2012 15:10:27

Publications | Subscription Watch List | Common Jobs I

J Stat.A.l Publication | Subscri.. | Synchron... |”
£ 0K [DaddsGoesDes]: NSOF_RTA_ChanStat P.. 1 0
5 0K [DaddsGossDeshiss] NSOF_RTA MsgDat.. 1 0
m 0K [DaddsGoesDes): NSOF_RTA_ProcStat_Pu.. 1 0
g{ 0K [DaddsGoesDes): NSOF_RTA PstData Pu.. 1 0

P

;’;@'\3 March 2019

MM-' .+‘-"'F

DADDS Database Training

rage 24 [TIC O]




Replication-

*Found on the first tab of the right window
of the monitor utility.

*Displays information and status on all

Publications Tab

=] B3
Last refresh: 9/7/2012 15:41:12

) ] . Publications I Subscription Watch List | Common Jobs |
publications (data senders) that exist on RS e e T
. atus ublication - ubscriptions yhchronizing
an SQL server instance. ¥ 0K [DaddsGoesDes]: NSOF_RTA_ChanStat_Publication 1 0
. . . . @ 0K [DaddsGoesDes]: NSOF_RTA_ProcStat_Publication 1 0
*Publication column displays the sending & o [DaddsGioesDesk: NSOF_RTA_PstData_Publicalon i 0
Server, database and aSSOC|ated Ilnk data. & OK [DaddsGoesDesMsas]: NSOF_RTA_MsaData_Publication 1 0
in the form:
 [DATABASE].[SERVER]_[DATA]
«Status column displays the health of the
publication (data sender), and will always
be ‘OK’ for a properly operating link.
™ —
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Replication - Subscriptions Tab

Found on the second tab of the right

window of the monitor utility. M= |
Lists information and status on all O Laldehyman2isms)
subscriptions that exist on an SQL Pucatons Subsipton Walh st | Comen o |
server | n Stan ce, IShow Transactional Subsctiptions:_l Show IAII subscriptions 3
. . . J Status I Subscription I Publication I Performance ] Latency I

S u b SCrl ptl on an d p u b I IC atl on k{zj Running  [NSOF-ARCA].[DaddsGoesDes] [DaddsGoesDes] NSOF_RTA_ChanStat_Publication Excellent 00:00:00
(o{0) I umns | d e ntlfy th e source an d {3] Running  [NSOF-ARCA][DaddsGoesDes] [DaddsGoesDes] NSOF_RTA_ProcStat_Publication Excellent 00:00:02

. . . Q} Running  [NSOF-ARCA][DaddsGoesDes] [DaddsGoesDes]: NSOF_RTA_PstData_Publication Excellent 00:00:00
destination of re pI icated data. %) FRunning  [NSOF-ARCA) [DaddsGoesDesMsgs]  [DaddsGoesDesMsgs]: NSOF_RTA_MsaData_Publication ~ Excellent  00:00:00

Status, Performance and Latency
columns reflect link health.

+  Status column will always show ‘Running’
for a properly working link.

*  Performance values other than ‘Good’ and
‘Excellent’ indicates problems on a link.

« Latency column displays the average time
for a replication cycle to complete. High
latency times indicates problems on a link.
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Replication - Subscriptions Details

TO 0 p e n , ri g ht CI i C k th e d e S I re d S u b S C rl ptl O n EE subscription NSOF-ARCA:DaddsGoesDcs to NSOF-RTA:DaddsGoesDcs:NSOF_RTA_ChanStat_Publication _[O) x|

File Action Help

from the list and select ‘Details’. Last eh 377202161316
. . . . . : Publisher Ta Distributor History *| Distibutor To Subscriber Histary | Undistributed Commands

Publisher to Distributor History provides Ve [Treist 100 mchorctrs 5l

i n fo r m atl O n C O n C e rn I n g th e tran Sfe r Of d ata 'Eiess";r:::’:he — Reald;[t:r?:?r:e I End Time l Duration [ Ermor Message

\'f) Running 8/23/2mM217.31:22 - 14.22:47-35

from the source database to the distribution
database for replication.
Actions in the selected session:

Distributor to Subscriber History provides e T

. . - B4 transaction(s) with 108 command(s) were delivered. 9/7/201216:18:57
information concerning the transfer of data

from the distribution database to the
receiving database

Undistributed Commands tab displays the
number of commands in the distribution
database that are waiting to be applied,
and the estimated time for that to occur.

‘View’' drop down box contains different filter options for the link history

« ‘Synchronizations with Errors’ options provides a quick look at any unresolved link errors
* Remaining view options are time based

‘Status’ column of the top grid will display link health

*  ‘Running’ if SQL replication is actively sending data for distribution
« ‘Error’ if SQL replication can not send data for distribution
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Replication - Common Jobs

* Replication jobs are SQL
processes that perform tasks
related to replication clean up
and reporting.

« Tab contains information
concerning the SQL processes:

« ‘Status’ will indicates if a job is active
or idle, and reports ‘Error’ if the
previous execution failed.

* The ‘Last Start Time’ is the most
recent execution of the process.

e ‘Duration’ is how long the process
took to execute and should always be
less than 30 seconds.

« To view history, right click the job and
select ‘View History’ from the popup
list.

Publicationsl Subscription ‘Watch List CommonJobs]

Jobs common to all publications on this Publisher:

Last refresh: 8/7/201217:34:24

e
¥

;@ March 2019 DADDS Database Training
b

| Status I Job I Last Start Time I Duration
&) Not running Agent history clean up: Distri...  9/7/2012 17.30:00 00:00:00
\y """ Nat running Distribution clean up: Distib...  9/7/201217:25:00 00:00:23
&) Notrunning Expired subscription cleanup  9/7/2012 01:00:00 00:00:01
&) Notunning Replication agents checkup ~ 9/7/201217:30:00 00:00:00
) Never started Reinitialize subscriptions ha...
&) Never started Replication monitoring refres...
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Replication - Subscription Status

An alternative to using the replication monitoring utility
Involves manually checking the status of each
subscription.

While this method is more time consuming, it iIs a more
direct indication of the subscription status, whereas the
monitoring utility must be continually refreshed so that
data does not become stale.

To check subscription status manually, drill down into a
publication and right click the desired subscription. Select
‘View Synchronization Status’ from the popup list to open
the synchronization status dialog.
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Replication - Subscription Status

B view Synchronization Status - DADDS-ARCA:DaddsGoesDcs

Subscription: [DADDS-ARCA] [DaddsGoesDes)

Publication: DaddsArcheve_PdtD ata_Publication

Publication D atabase: [DADDS-RTA} [DaddsGoesDes]

Start Time: 6/21/2008 21:30:47

Status:
- 1 transachion(s) with 1 command(s) were delivered. =
vnchronization in g
Stop Monitor

-*’f@\ March 2019 DADDS Database Training
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Database Jobs

Review
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Database Jobs - Overview

« Database jobs are SQL scripts or maintenance
tasks ran by the SQL agent process.

« Can be triggered by some condition, execute
continuously, or execute on a predefined schedule
to perform an SQL operation.

« Multiple steps, and corresponding logic to advance
between them, can be defined within a single job,
allowing for advanced automation capabillities.

« Within DADDS, database jobs are used extensively
to perform database maintenance, backups and
replication.
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Database Jobs - Prune

 The database prune job trims old data from the message
and statistics data tables so they do not grow without
bounds and affect performance.

* Runs every minute and removes a maximum of 2,500
records for each execution.

 Message data is pruned differently on real-time and
archive server databases:

— 2 day depth on real-time databases to ensure DADDS application
processing is fast and efficient.

— 30 day depth on archive databases to provide users with a month’s worth
of DCS messages that can be searched and downloaded via the DADDS
web application.

* Process and channel statistics data are pruned at 60 days

on both the real-time and archive server databases.
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Database Jobs - Backup

« Database backups protect the DADDS system from
faillures and data corruption by ensuring that recent
copies of management databases are available for
restoration in emergency situations.

* The job creates database backups for DaddsMgmtCS2
on both real-time and archive servers on a daily basis.

* Can be executed more frequently if required by NOAA,;
DADDS Backup & Restore manual describes more
advanced backup strategies and plans.

* Has the ability to store backup files locally or on a
remote server dedicated to storing the backups.
Currently backup files are stored locally on the servers.

f|@'*k March 2019 DADDS Database Training Page 34 [;gcom/
“-"‘\%‘“ -‘Lﬂj'.




Database Jobs - Rebuild Indexes

« Rebuilding indexes ensures that operations and gueries on
a database table remain efficient.

« For large sets of data, such as days worth of DCP
messages, rebuilding indexes to re-organize the tables
layout in memory becomes very important.

* While indexes are used throughout the DADDS databases,
they are only regularly rebuilt on DCP message data tables.

« Archive servers rebuild indexes on ThiDcpDataO1l used by
the web application for message data.

« Real-time servers rebuild indexes on ThiDcpData0O1 and
TbIiDcpData02 for the Message processor and DAMS-NT
clients respectively.

« Executed dally at 3:00AM to prevent slowing down the
system during normal use.
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Database Jobs - Replication

Replication uses database jobs to perform the actual
functions in the replication system.

Created automatically by SQL server when configuring
publications and subscriptions.

Replication links consist of three SQL database jobs:
— Snapshot Job

Records a copy of an publication’s entire data set for use when initializing
subscriptions. This ensures that the publisher and subscriber have the exact
same copy of data before starting replication

— Log Reader Job

Created by the publisher to monitor the changes made to a published database,
and copy them to the distribution database for replication to subscribers.

— Subscription Job

Replicate data from the distribution database to the destination database of the
subscription. Each subscription to a publication will have its own associated job to

transfer data.
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Database Jobs - History

Each database job retains a
history of it's previous executions.

Execution records contain job
result messages, run times and
any error information.

To open the history for all jobs,
right click the ‘Jobs’ folder and
select ‘View History’ from the
popup list.

To open the history for a single
job, drill down into the jobs folder,

Object Explorer v I x
Comnect~ 3 3} m T [2] .5

= [ UCOM-MFC\SQL2012 (SQL Server 11.0.2100 - UCOM-MFC\DADD
1 Databases
1 Security
1 Server Objects
1 Replication
1 AwaysOn High Avaiabiity
1 Management
1 Integration Services Catalogs
= B SQL Server Agent
3
4 Job Activ New Job...
1 Alerts
1 Operator:
1 Proxies
3 Error Log|__ View History

Filter b
Start PowerShel

Manage Schedules
Manage Job Categories

right click the desired job and “E;’r““s '
0\ /: . y Refres
select ‘View History’ from the
popup list.
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Database Jobs - Status

* View history dialog contains the job status and most

recent execution’s results
—lalx|

= Load Log «& Export [Z]Refresh “F Fiter ... <% Search ... Stop % Delete ... I3 Help
= [¥] Job History
[ Agent history clean up: distribution

Log file summary: No filter applied

Distribution clean up: distribution Lz - I EiEE D I D I B ErE I =
[] Expired subscription clean up =« 3/23/2019 03:05:13 ... UCOM-MFC\SQL2012  Distribution clean up: distribution
[ Reinitialize subscriptions having dz v  3/23/2019 03:05:... 1 UCOM-MFC\SQL2012 Distribution clean up: distribution R
[ Replication agents checkup
[ Replication monitoring refresher fo
[ syspolicy_purge_history
[saL Server Agent
[ Database Mail
4 | | >
Selected row details:
Date 3/23/2019 03:05:13 PM ;I
Log Job History (Distribution clean up: distribution)
Step ID 1
P I I _,I Server UCOM-MFC\SQL2012
Job NMame Distribution clean up: distribution
m Step Name Run agent.
Duration 00:00:01
Last Refresh: Sql Severity o
Sqgl Message ID 21010

3/23/2019 03:05:19 PM Operator Emailed

] Operator Net sent
Filter: None Operator Paged

T View filter settings [FiEmEs sliEpiEd (0

Message
Progress Executed as user NT SERVICE\SQLAgent$SQL2012 Removed 0 replicated transactions consisting of 0
B statements in 0 seconds (0 rows/sec). [SQALSTATE 01000] (Message 21010). The step succeeded.
|@ Done (1 records).

-
Close |
-
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- End Database Training -
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